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1 Preface

During one of my projects I had to deal with the formal process being necessary to
generate SNMP notifications for foreign SNMP notification receivers. I spent some
time to read up about the creation of MIBs, the different rules, syntax, et cetera, et
cetera and then I thought: “Hey, we already have a private enterprise number
registered by IANA.”

But the creation of a MIB for Cacti is only one part of the story. The challenge is to
parse the MIB file and to make all related data reachable for SNMP. And this was
the birth of the SNMPAgent plugin. Well, the SNMPAgent is only a system plugin.
And the initial version did not offer any kind of a GUL.

This document will focus on its successor, providing an interface to review the
content of the SNMP cache and offering the ability to register individual SNMP
notification receivers. SNMPAgent works internally with a new PHP class which
will allow the plugin itself as well as other plugins to update and maintain the
content of the SNMP cache in a fast and efficient way. Yes, you have read correctly,
Cacti plugins can hook into the SNMPAgent, register their own MIB (SMIv2) and
send out SNMP notifications (informs/traps) automatically to all receivers listing
to these messages. And therefore developers will never have to think about the
different OIDs and required versions of SNMP. All they have to know is the

notification name and the list of defined varbinds.

Like the initial version already did, this version includes some Cacti templates to
demonstrate how you can use the SNMPAgent to monitor your Cacti server by
Cacti itself using SNMP.

Andreas Braun

(browniebraun)
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2 Cacti MIB Tree

2.1 Structure of Cacti’'s Management Information Base

+- cactiAppl

+- cactiStats

+- cactiEvents

+- cactiPlugins
+- cactiMibGroups

2.2 Expanded Cacti MIB Tree

REVISION "201402030000Z"
- cactiAppl

I

+- cactiApplLastUpdate

+- cactiApplVersion

+- cactiApplSnmpVersion

+- cactiApplRrdtoolVersion

+- cactiApplPollerEnabled

+- cactiApplPollerType

+- cactiApplPollerInterval

+- cactiApplLoadBalance

+- cactiApplSpineMaxThreads

+- cactiApplSpineScriptServers
+- cactiApplSpineScriptTimeout
+- cactiApplSpineMax0ids

+- cactiApplDeviceTable

+- cactiApplDevicEntry

+- cactiApplDeviceIndex

+- cactiApplDeviceDescription
+- cactiApplDeviceHostname

+- cactiApplDeviceStatus

+- cactiApplDeviceEventCount
+- cactiApplDeviceFailDate

+- cactiApplDeviceRecoveryDate
+- cactiApplDevicelastError

+- cactiApplPollerEntry

|
|
|
|
|
|
|
|
|
|
|
+- cactiApplPollerTable
|
|
|
| +- cactiApplPollerIndex
| +- cactiApplPollerHostname
| +- cactiApplPollerIpAddress
| +- cactiApplPollerLastUpdate
I
+- cactiApplPluginTable
I

+- cactiApplPluginEntry

+- cactiApplPluginIndex
+- cactiApplPluginType
+- cactiApplPluginName
+- cactiApplPluginStatus
+- cactiApplPluginVersion

- cactistats
I
+- cactiStatsLastUpdate
+- cactiStatsRecacheTime

+
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
I
I
I
I
I
I
I
I
I
I
I
I

+
I
I
I
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+- cactiStatsRecachedHosts

+- cactiStatsLocalPollerRuntime

+- cactiStatsTotalsDevices

+- cactiStatsTotalsDataSources

+- cactiStatsTotalsGraphs

|

+- cactiStatsTotalsDeviceStatusTable
||

| +- cactiStatsTotalsDeviceStatusEntry
| I

| +- cactiStatsTotalsDeviceStatusIndex
| +- cactiStatsTotalsDeviceStatusCounter
I

+- cactiStatsDeviceTable

||

| +- cactiStatsDeviceEntry

I I

| +- cactiStatsDeviceIndex

| +- cactiStatsDeviceHostname

| +- cactiStatsDeviceMinTime

| +- cactiStatsDeviceMaxTime

| +- cactiStatsdeviceCurTime

| +- cactiStatsDeviceAvgTime

| +- cactiStatsDeviceTotalPolls

| +- cactiStatsDeviceFailedPolls

| +- cactiStatsDeviceAvailability

I

+- cactiStatsPollerTable

||

| +- cactiStatsPollerEntry

| I

| +- cactiStatsPollerIndex

| +- cactiStatsPollerHostname

| +- cactiStatsPollerRunTime

| +- cactiStatsPollerMethod

| +- cactiStatsPollerConcurrentProcesses
| +- cactiStatsPollerThreads

| +- cactiStatsPollerHosts

| +- cactiStatsPollerHostsPerProcess
| +- cactiStatsPollerItems

| +- cactiStatsPollerRrrdsProcessed
| +- cactiStatsPollerUtilization

|

+- cactiStatsTotalsDeviceStatusUnknown

+- cactiStatsTotalsDeviceStatusDown

+- cactiStatsTotalsDeviceStatusRecovering
+- cactiStatsTotalsDeviceStatusUp

+- cactiStatsTotalsDeviceStatusDisabled

cactiEvents

+- cactiEventAttributes

| + - cactiEventDescription

+- cactiEventNotifications

- cactiNotify

- cactiNotifyDeviceDown
cactiNotifyDeviceRecovering

- cactiNotifyPollerRuntimeExceeding
- cactiNotifyDeviceFailedPoll

+ 4+ + + +—
1

cactiPlugins
|

+- thold(1)
+- boost(2)
+- dsstats(3)

cactiMibGroups

- cactiApplPollerGroup
cactiApplSpineGroup

- cactiStatsTotalsDeviceGroup
- cactiNotifyGroup

+ 4+ 4+ —
1
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3 System Requirements

* (acti 0.8.8a (or above)
* PIA 3.1 (or above)
* Net-SNMP
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4 Base Installation

The current manual is based on Cacti 0.8.8a and Plugin Architecture (PIA) 3.1. This
plugin requires a hand full of hooks which are currently not part of Cacti. Most

probably all required code changes will be part of Cacti 0.8.9

Please download this plugin to the <cacti_path>/plugin directory. And unpack the
archive (.tgz or zip), so that all files will reside in <cacti_path>/plugin/SNMPAgent.

Within a sub-directory named “patches” you will find a folder containing all pre-
patched files for Cacti 0.8.8a as well as 0.8.8b. Replace the original files of your
local Cacti installation by these prepared ones. Alternatively you can execute the

included patch file directly from the cacti main directory to update your system:

pi@raspi ~/patch/cacti_088a_test $ patch --dry-run -pl -i plugins/snmpagent/patches/cacti-
0.8.8a/cactie88a.patch

patching file data_sources.php

patching file graphs.php

patching file host.php

patching file include/plugins.php

patching file poller.php

patching file settings.php

If successful:

patch -pl1 -i plugins/snmpagent/patches/cacti-0.8.8a/cacti@88a.patch

Now open the plugin management console and hit the install icon to start the

installation procedure.

Plugin Management (Cacti Version: 0.8.8a, Plugin Architecture Version: 3.1)

Search: Rovs: | Default v | | Go | | Clear
Showing All 4 Rows

@ Snmpagent 0.2 Cacti SNMP Agent System Not Installed The Cacti Group
o[ Dsstats. i.4 Data Sources Statistics Systam Active The Cacti Group
o[ Boost 5.1 Large Site Parformance Booster System Active The Cacti Group

(3]0} Thold 0.5.1 Thresholds General Active Jimmy Cennar

Showing All 4 Rows

NOTE: Please sort by 'Load Order’ to change plugin load ordering.
NOTE: SYSTEM plugins can not be ordered.

SNMPAgent automatically starts to parse all registered MIB files and to build up
the SNMP cache. This step will take a while for midsized/large environments
relating to the number of monitored hosts and registered MIB files. The default

setup running on a system monitoring 2000 hosts takes around 17-20 seconds.

By hitting the “enable” button the SNMPAgent becomes active.
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5 Extended Installation

On top of the traditional plugin installation described in chapter 4, the Cacti
SNMPAgent requires a special configuration of your Net-SNMP instance if you

would like to monitor Cacti by Cacti itself or any other NMS using SNMP.

5.1 Background

Net-SNMP provides several methods to extend the SNMP agent for custom
applications. The Cacti SNMPAgent plugin focus on a method called “pass_persist”,
because this way allows having a memory persistent PHP script running. In detail
every SNMP request against the Cacti Enterprise OID will be automatically
forwarded to the Cacti SNMPAgent, which will respond in a standardized format.

Due to performance reasons the SNMP cache will be refreshed only every 60
seconds. Following steps will explain how you can setup your system to support
this method.

5.2 Windows

The setup of SNMP for Windows is a little bit tricky, because the common
installation of Net-SNMP as a replacement for the Microsoft Windows Service does

not support the extension of the SNMP agent using the pass_persist method.

An alternative to the use of the winExtDLL is to proxy requests from Net-SNMP to
the Microsoft SNMP service. This means both services will run in co-existence to
each other. In that case please install the Net-SNMP Agent Service as “Standard
Agent” only.

\
(57 Net-SNMP 5.5.0 Setup =

Choose Components =
Choose which features of Net-SNMP 5.5.0 you want to install. ( o)

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Description

The Net-SNMP Agent
= [ Net-SNMP Agent Servid  service provides

Standard agent information to a remote
[ With Windows Exte] ~ management system.
Net-SNMP Trap Service
Perl SNMP Modules
[[] Development files
[[] Encryption support (Of

Select components to install: Base

Space required: 14.7MB

| <Back J Next > Cancel ‘\




Extended Installation 10

To allow both SNMP agents to run in parallel, it is necessary to change the default
TCP/IP port either of the Microsoft or of the Net-SNMP service. It depends on your
environment which agent you want to modify, but in the following example we will
modify the Microsoft SNMP agent to listen on another port than 161 and the Net-
SNMP to work as a SNMP proxy:

1. Edit with administrator permissions the SERVICES file located in
%systemroot%\system32\drivers\etc and change the default port for
SNMP from 161 to 1161.

= Editor —-— e &)
Datei Bearbeiten Format Ansicht ?
nicname 43/tcp whois -
domain 53/tcp #Domain Name Server
domain 53/udp #Domain Name Server
bootps 67 /udp dhcps #Bootstrap Protocol Server
bootpc 68/udp dhcpc #Bootstrap Protocol Client
tftﬁ 69/udp #Trivial File Transfer
opher 70/tcp
inger 79/tcp
http 80/tcp www www-http #wor1d wide web _
hosts2-ns 81/tcp #HOSTS2 Name Server L
hosts2-ns 81/udp #HOSTS2 Name Server
kerberos 88/tcp krb5 kerberos-sec #Kerberos
kerberos 88/udp krbS kerberos-sec #Kerberos
hostname 101/tcp hostnames #NIC HOST Name Server
iso-tsap 102/tcp #ISO-TSAP Class 0
rtelnet 107 /tcp #Remote Telnet Service
pop2 109/tcp postoffice #pPost office Protocol - version 2
pop3 110/tcp #post office Protocol - version 3
sunrpc 111/tcp rpcbind portmap #SUN Remote Procedure call
sunrpc 111/udp rpcbind portmap #SUN Remote Procedure call
auth 113/tcp ident tap #Identification Protocol
uucp-path 117 /tcp
sqlserv 118/tcp #sQL Sservices
nntp 119/tcp usenet #Network News Transfer Protocol
ntp 123/udp #Network Time Protocol
epmap 135/tcp loc-srv #DCE endpoint resolution
epmap 135/udp loc-srv #DCE endpoint resolution
netbios-ns 137/tcp nbname #NETBIOS Name Service
netbios-ns 137/udp nbname #NETBIOS Name Service
netbios-dgm 138/udp nbdatagram #NETBIOS Datagram Service
netbios-ssn 139/tcp nbsession #NETBIOS Session Service
i 143/tcp imap4 #Internet Message Access Protocol
150/tcp
156/tcp
IEcm il-srv 158/tcg #PCMail Server
snmptrap 162/udp snmp-trap #SNMP Tra
i 170/tcp #Network PostsScript
179/tcp #Border Gateway Protocol
194/tcp #Internet Relay cChat protocol
213/udp #IPX over IP
322/tcp
322/udp
349/tcp
349/udp -
« )

2. After saving that modification configure the Microsoft agent to only accept
requests from localhost and add a read+create community string, which will
later allow Net-SNMP to get full SNMP access:

(4 Remoteregistrieru... Ermoglicht Re...

%% Richtlinie zum Ent... Lasst eine Kon.. Eigenschaften von SNMP-Dienst (‘I.Flialer Computer) g
4 Routingund RAS  Bietet Routing..

S RPC-E:dpunktzuo Lost RPC-Schg [ l Sicherhl L - l %

o Traps et Abhangigkeiten

4 RPC-Locator Unter Window... =

(4 Secunia PSI Agent  Performs routi.. [¥] Authentffizierungstrap senden

(4 Secunia Update A... Performs routi.. Aczeptiert

04 Sekundére Anmel... Aktiviert das S... zeptiette Communitynamen

(4 Server Unterstatzt Da.. Communty Rechte

o4 Server fur Threads... Bietet eine na...
4 Shellhardwareerke... Zeigt Meldun...
G4 Sicherheitscenter ~ Der WSCSVC-...
&4 Sicherheitskonto-... Durch den Sta...
(4 Sitzungs-Manager... Stellt Start- un...
(4 Skype C2C Service  Skype Click to...

SNMP-Pakete von jedem Host annehmen

1,4 Skype Updater Enables the de... © SNMP-Pakete von diesen Hosts o
4 Smartcard Verwaltet den ..
% SNMP-Dienst Aktiviert SNM...
¢% SNMP-Trap Empfangt Tra...

4 Software Protection Aktiviert das ...
4 SPP-Benachrichti...  Stellt Software..

(Hinaigen..| [Beabeten..] [ Enfemen ]

(4 SSDP-Suche Sucht nach N...
(4 SSTP-Dienst Unterstatzt SS...
4 Stromversorgung  Verwaltet die ... Wedere Informationen Gber SNMP
4 Superfetch Verwaltet und ..

4 Tablet PC-Eingab... Erméglicht di... Ubemehmen

(:, TCP/IP-NetBIOS-... Bietet Unterst.. |l
A “7,,,','._ e ——
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3.

4.

Restart the Microsoft SNMP service. Note, that external services cannot
query the MS agent directly anymore after that setup.

Now we can register the Net-SNMP service which will listen to the default
port 161. Therefore execute as administrator the “Register Agent Service”

script which is part of your Net-SNMP installation package.

Offnen i
Bearbeiten [
Behandeln von Kempatibilitatsproblemen

Dateipfad offnen

TortoiseSWN »

&

Drucken

Als Administrater ausfihren
Virentest mit AVG B
TZAre 3 %

1

®wE®

MetaGeek
Microsoft Office
MiKTeX 2.9
Mozilla Sunbird Sendlirian ,
MysQL !
Netgear Ausschneiden
Net-SNMP Kopieren

[ Net-SNMP Help
|| README

@ Uninstall

__Sfmce Eigenschaften

WinMerge ¥

Vorgangerversionen wiederherstellen

Léschen

% Umbenennen

; : Computer
Register Trap Service

Unregister Agent Service

Systemsteuerun
Unregister Trap Service i =

PHP 5
Poedit

ProcessText Group Standardprogramme
Realterm

Samsung Hilfe und Support
Zuriick

Geréte und Drucker

‘0‘ Met-SNMP Agent successfuly registered oz a senvice

5.

Per default Net-SNMP does not include a configuration file for its SNMP
daemon. With regard to the default installation paths of Net-SNMP go to
C:\usr\etc\snmp and create a new file named “snmpd.conf”.

As long as you do not have to monitor special applications like MS Exchange
running on the same server you only need a few lines to configure the Net-
SNMP service:

proxy -v 1 -c net-snmp localhost:1161 .1.3
pass_persist .1.3.6.1.4.1.23925 php <cacti_path>\plugins\snmpagent\persist.php
rocommunity <your_community_string>

The first line ensures that all requests against branches of .1.3 will be
forwarded automatically to the Microsoft SNMP agent. This is necessary to
keep the monitoring of your server resources up and running within Cacti,
due to the fact that the HOST-RESOURCE-MIB has not implemented in Net-
SNMP yet.

The second configuration line instructs the Net-SNMP agent to forward all
requests against the Cacti MIB tree to the memory persistent script the
Cacti SNMP-agent offers.
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Define a community string that allows Cacti or another application to run
SNMP queries against this server.

If you would like to see all numeric object identifies (OIDs) being translated
into textual object identifiers automatically, then put a copy of the CACTI-
MIB and all other plugin related MIBs into the default mib folder of Net-
SNMP (e.g. c:/usr/share/snmp/mibs).

Update the second configuration file named “snmp.conf”:

The last two lines of this configuration example define that the CACTI-MIB
as well as the CACTI-SNMPAGENT-MIB have to be included.

mibdirs C:/usr/share/snmp/mibs
persistentDir C:/usr/snmp/persist
tempFilePattern C:/usr/temp/snmpdXXXXXX
mibs +CACTI-MIB

mibs +CACTI-SNMPAGENT-MIB

6. Start the Net-SNMP service by using start parameter
“-lvacm_conf,proxy,pass,pass_persist ”. This specifies the modules that
should be initialized when the agents starts.

. Dienste (Lokal)

- r N

Net-SNMP Agent Name Beschreibung Eigenschaften von Net-SNMP Agent (Lokaler Computer) &
. # Leistungsprotokol... "Leistungspro... .

Den D!enstm 4 Microsoft .NET Fr... Microsoft .NE... Algemein | Anmelden l g [ =

Den Dienst anhalten )

Den Dienst neu starten 4 Microsoft .NET Fr... Microsoft .NE... Dienstname. Net-SNMP Agent

Microsoft .NET Fr... Microsoft .NE...
. 4 Microsoft .NET Fr... Microsoft .NE...
Sachabung Microsoft iSCSkIn... Verwaltet Int SNMPv2c / SNMPV3 f

SNMPv2c / SNMPv3 command . icrosoft i n... Verwaltet Inter... Beschreibung: Ne(.vsr\YM‘}:?/ MPv3 command responder from

responder from Net-SNMP 4 Microsoft SharePo... v

4 Microsoft-Softwar... Verwaltet soft...

4 Mozilla Maintena... The Mozilla M...

4 Multimediaklasse... Erméglicht ei...

Anzeigename: Net-SNMP Agent

Pfad zur EXE-Datei
C:\usr\bin\snmpd .exe -service

% MySQL MySQL Se Starttyp A h %
4 NAP-Agent (Netw... Mit dem NAP...
i Net.Msmg-Listen... Empfangt Akti... Unterstutzung beim Konfiqurieren der Startoptionen fur Dienste

4 Net.Pipe-Listenera... Empfangt Akti... Dienststatus Gestatet

4 Net.Tcp-Listenera... Empfangt Akti...
4 Net.Tcp-Portfreig... Ermoglicht es,... Starte {__Beenden | [ Anhaten

% Net-SNMP Agent SNMPv2c/S... Sie konnen die Startparameter angeben, die ubemommen werden sollen,
4 Netzwerklistendie... Identifiziert di... wenn der Dienst von hier aus gestartet wird

Netzwerkspeicher... Dieser Dienst s... P —
Netzwerkverbindu... Verwaltet Obj... (RSO P PES pERS PEEE

4 NLA (Network Loc... Sammelt und ...
o2flash

‘, Office Source Eng... Speichert Inst...

/. Office Software Pr... Office Softwar... Sossersemrremresr e

7. Test the Net-SNMP agent to verify that requests against the host MIB will be
forwarded to the MS agent. As shown below you can check that easily by
running a snmpwalk against the Net-SNMP service querying the host MIB.
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B C:\Windows\system32\cmd.exe

cacti_get localhost
NTEGER:

NTE!

Traps Abhangigkeiten

1
orageIndex 2
torageIndex. 3

a

orageIndex. Allgemein A Wi T A
St eTyes o Anmelden Viederherstellung Agent
torageType. 2 St e
Dienstname: SNMP
Anzeigename SNMP-Dienst
. | Mo Beschreibung: [ Akiviet SNMP-Anfordenungen (Smple Network I
5 S y Management Protocol). die von diesem Computer

orageAllocationUnits.1
torageAllocationUni INTEGER
torageAllocationUnits.3 = INTEGER

i ) CAW 2
torageAllocationUnits Y C:\Windows\System32\snmp exe

tarttyp Automatisch %
torageUsed 3 — "
rageAl locationFai lures Counter3 Dioretstzie Boondet
torageAllocationFailures Counter32: 0 . 3
orageAllocationFailures.3 = Counter L Staten |

torageAllocationFailur Count
Sie konnen die Statparameter angeben, die ibemommen werden sollen
snmpwalk -v 2c -c cacti_get localhost .1. " wenn der Dienst von hier aus gestartet wird

from localhost

Startparameter:

8. Now let’s start a first snmpwalk against the branch “cactiAppl” of the Cacti
MIB. The output will be generated by the SNMPAgent’s persist script and

should look similar to the following screenshot.

BN C:\Windows\system32\cmd.exe [= [ i)

INTEGEI
INTEGE!
INTEGE!
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With a short look to the Linux configuration part, I'm pretty sure some of you
Windows guys will be a little bit surprised about its length. Anyways, don’t be
disappointed and go forward to chapter 7.

5.3 Linux

Fortunately Linux admins don’t have to run multiple SNMP agents in parallel. In
most cases it should be enough to configure the SNMP daemon, so let’s start by

editing its configuration file (e.g. /etc/snmp/snmpd.conf).

At first we have to ensure that access to the Cacti MIB tree will be granted.

#
# ACCESS CONTROL
#
# system + hrSystem groups only
#view  systemonly 1included 1
#view systemonly 1included 25.1
view all included .1.3.6.1.4.1.23925
# Full access from the local host

.1.3.6.1.2.1.
.1.3.6.1.2.1.

#rocommunity public Localhost
# Default access to basic system info
rocommunity <your_community_string>

Additionally add a read community string if necessary before we have to register

the pass_persist script of the SNMPAgent.

B T e

#
# EXTENDING THE AGENT
#

Arbitrary extension commands

H H R

# extend testl /bin/echo Hello, world!
# extend-sh test2 echo Hello, world! ; echo Hi there ; exit 35
#extend-sh test3 /bin/sh /tmp/shtest

Note that this last entry requires the script '/tmp/shtest' to be created first,
containing the same three shell commands, before the Line is uncommented

®* #

# Walk the NET-SNMP-EXTEND-MIB tables (nsExtendConfigTable, nsExtendOutputlTable
# and nsExtendOutput2Table) to see the resulting output

# Note that the "extend" directive supercedes the previous "exec" and "sh" directives
# However, walking the UCD-SNMP-MIB::extTable should still returns the same output,
# as well as the fuller results in the above tables.

#

# "Pass-through" MIB extension command

#

#pass .1.3.6.1.4.1.8072.2.255 /bin/sh PREFIX/Llocal/passtest

#pass .1.3.6.1.4.1.8072.2.255 /Jusr/bin/perl PREFIX/local/passtest.pl
pass_persist .1.3.6.1.4.1.23925 <cacti_path>/plugins/snmpagent/persist.php
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Make sure that the pass_persist script is executable and update the the path to PHP
at the beginnig of the persist script if necessary (or put the right path to PHP in
front of the path to the persist script).

chmod a+x <cacti_paths/plugins/snmpagent/persist.php

After that you can restart the snmp daemon.

e.g.: sudo /etc/init.d/snmpd restart

Now the script will automatically respond to a SNMP query running against the

Cacti Enterprise OID.
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6 Updates

If you have already used a previous version of SNMPAgent then you should

proceed following steps to upgrade your system:

Copy the archive of the new version into your Cacti plugin folder
Disable the SNMPAgent using Cacti’s Plugin Management Console
Stop the Net-SNMP daemon

Delete the “snmpagent” folder

Extract the archive

o 1k W e

If necessary replace all Cacti system files by the prepared ones the new

snmpagent folder includes or use the included patch file instead.

Update to Patch files required

0.8.8a 0.8.8b

yes yes

0.2.x

7. Enable the SNMPAgent using Cacti’s Plugin Management Console
8. Start the Net-SNMP daemon
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7  Monitoring Cacti with Cacti

7.1 Templates

Well, I'm wound up to a high pitch what will be built by you, the Cacti community,
in the future, but to demonstrate how you can use the SNMPAgent plugin to
monitor Cacti by itself the SNMPAgent already offers a data query that allows
monitoring some specific KPIs of Cacti. The snmp query and templates are located

under:

<cacti_path>/plugins/snmpagent/templates/cacti/poller_statistics
<cacti_path>/plugins/snmpagent/templates/cacti/totals

Copy the snmp query to <cacti_path>/resource/snmp_queries and use Cacti’s
import functionality to add the new templates to your system. After that you can
add the new data query / graph template to your Cacti host and create new graphs:

Data ebug Information

le a¢ 'C:/Apache2/hedocs/cacsi/rescuzce /srmp_gueries/snmpagent_cacei_pollerscacs.mi'

ing in XA file, 'Index Count Changed' emulated by counting oid_index emcries
2.10.2.1" Index Coune: 1

Graph Template Name Status

1) Cisco - CPU Usage Not Being Graphed x
2) Host MIB - Log, x
3) Host MIB - Prox x
4) SNMPagent - C: Is Being Graphed (Edit) x
Associated Data Queries

Data Query Name Debugging Re-Index Method Status.

1) SNMP - Get Mounted Partitions (Verbose Quary) Uptime Goes Backwards Success [12 Items, 4 Rows] ox
2) SNMP - Get Processor Information (Verbose Query) Uptime Goes Backwards Success [2 Items, 2 Rows] ox
3) SNMP - Interface Statistics (Verbose Query) Uptime Goes Backwards Success [235 Items, 37 Rows] ox
4) SNMPagent - Cacti Stats - Poller Stats (Verbose Query) Uptime Goes Backwards Success [3 Items, 1 Row] ox

windows host (127.0.0.1)
*Edit this Host
Host:  [windows host (127.0.0.1) | Graph Types: | SNMPagent - Cacli Stats - Poller Stats v *Create New Host
*Auto-create thresholds

search: Clear

Data Query [SNMPagent - Cacti Stats - Poller Stats]

Index

XV < iMiPagent - Poller Processes / Thieads
SNMPagent - Poller Runtime
SNMPagent - Poller Summary
SNMPagent - Poller Utiization
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7.2 Graphs

Cacti - Total Stats - Graphs

20
-
v 15
o
[-%
d 10
o
5
0+ >

19:50 20

0 20:10 20: 20 20: 30 20:40

From 2014/02/05 19:41:48 To 2014/02/05 20:41:48

@ Graphs: Current: 20 Average: 20.00 Maximum: 20

Cacti - Poller Processes / Threads - localhost

20:10 20: 20 20: 30 20: 40

From 2014/02/05 19:41:48 To 2014/02/05 20:41:48

Type: spine

@ Poller Processes: Current: Maximum:
O Hosts / Process: Current: Maximum:
B Threads / Process: Current: 10.00 Maximum:
Cacti - Poller Summary - calhost
3
20
-
3
e 10
0
19:50 20: 00 20:10 20:30
From 2014/02/05 19:41:48 To
Type: spine
B Hosts: Current: 5.00 Average: Maximum: S.00
B Data Sources: Current: 25.00 Average: Maximum: 25.00
B RRDs: Current: 0 Average: Maximum: 14.00

Cacti - Poller Runtime - localhost

6.0
5.0
(] =
2 4.0
o
m 3.0
“w
2.0
1.0

19:50 20:30

S

0: 40

Type: spine
B Runtime: Current: 4.27 Average: 4.2

[

Maximum: 6.07

Cacti - Poller Utilization - Llocalhost

100

20

+ %

< 60
o
¥

i 40

19:50 20: 00 20:10 20:20 20:30 20:40

From 2014/02/05 19:47:13 To 2014/02/05 20:47:13

Ty spine
@ Utilization: Current: 1.43 % Average: 1.41 % Maximum: 2.02 %
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8 Monitoring Cacti with a custom NMS

Feel free to contact me directly if you would like to show your examples here.
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9 SNMPAgent Utilities - Inside the SNMP Cache

With version 0.2 administrators are able to directly take a look at the content of
the SNMP Cache using the Cacti graphical user interface. Go to Console->System
Utilities and click on “View SNMPAgent Cache”.

SNMPAgent Cache Items
me: [Any | sezrehs [plugin

<< Previous Showing Rows 1 to 28 of 28 [1] Next >>
o e Max-Access Value
11.3.6.1.6.1.23925.1.16 cactiapplPliginTable cacTi-mis Tabla not-accessible
+1.3.6.1.4.1.23925.1.16.1 cactiApplPluginEntry CACTI-MIB Row not-accessible n/a
13616128925 06.00 cactiappiPliginindex cacTi-mis Column read-only
+1.3.6.1.4.1.23925.1.16.1.1.1 cactifpplPluginIndex CACTI-MIB Columin Data read-enly 1
13616128925016012 cactiapplPliginindex cacTi-mis Column Data read-only 2
+1.3.6.1.4.1.23925.1.16.1.1.3 cactiApplPluginIndex CACTI-MIB Columin Data read-only 3
13614120925 06.01 eactinppiPluginindex cacTi-mis Column Data resd-only 4
.1.3.6.1.4.1.23925.1.16.1.2 cactiApplPluginType CACTI-MIB Columin read-only n/z
1.3.5.1.4.1.29925.4.16..2.1 cactifpplPluginType cACTI-MIB Column Data read-only. 1
.1.3.6.1.4.1.23925.1.16.1.2.2 cactiApplPluginType CACTI-MIB Columin Data read-only 1
+1.3.6.1.4.1.23925.1.16.1.2.3 cactifpplPluginType CACTI-MIE ‘Columin Data read-enly 1
.1.3.6.1.4.1.23925.1.16.1.2.4 cactiApplPluginType CACTI-MIB Columin Data read-only 2
+1.3.6.1.4.1.23925.1.16.1.3 cactifpplPluginName CACTI-MIB Column read-enly nfa
1361.41.20925.16.03.0 eactiapplPlugintiame cacri-mis Column Data resd-only snmpagent
+1.3.6.1.4.1.23925.1.16.1.3.2 cactiApplPluginName CACTI-MIB Columin Data read-only dsstats.
136.1.4.1.20925.116.0.33 eactiapplPlugintiame cacri-mis Column Data resd-only Boost
+1.3.6.1.4.1.23925.1.16.1.3.4 cactiApplPluginName CACTI-MIB Columin Data read-only thold
13614120925.16.08 cactingplbluginstatus cacri-mis Column resd-only
.1.3.6.1.4.1.23925.1.16.1.4.1 cactiapplPluginstat( read-only 1
13614120925116.082 cactinpplPluginstat| SCtAPPIPluginStatus resd-only :
1361.6.1.28925.16.1.03 cactiapplbliginstat] . < prasee een mave wismn Casees read-only :
1.3.6,1.4.1.23925.1.16.1.4.4 cactiApplPluginStat| 2) - plugin (old FIA) is available, bus has nes been imszalled read-only 1
1.3.6.1.6.1.23925.1.16.0.5 cactiapplPliginvers| o o D o e e T e fommrien read-only
+1.3.6.1.4.1.23925.1.16.1.5.1 cactiApplPluginVers| e - S::: :::: ;ii :ﬂ::ﬁ::;::;wnum i meeied read-only 0.2
136.1.6.1.28925.116.0.5.2 cactiapplPliginvers|  S-esbies s REI T E S35 bet wathoss Fancuion read-only 14
+1.3.6.1.4.1.23925.1.16.1.5.3 cactiApplPluginVers| read-only 54
1361.01.2092516.0.5.8 ey 051
.1.3.6.1.4.1.23925.4 cactiPlugins CACTI-MIB Node not-accessible n/a

<< Previous Showing Rows 1 to 28 of 28 [1] Next 53>

This interface allows searching for specific OIDs and object names of all registered
MIB files.

(=M CACTI-THOLD-MIB Vseach: [ ]

<< Previous Showing Rows 1 to 30 of 30 [1] Next >>
o Name MIB Max-Access Value
1.3.6.1.4.1.22025.4.1 theld CACTI-THOLD-MIE Node not-accessible =
1.3.6.1.6.1.23925.4.1.1 tholdaps! CACTI-THOLD-MIB Node not-accessible n/a
1.3.6.1.4.1.22025.4.1.2 theldStats CACTI-THOLD-MIE Nods not-accessisle na
1.3.6.1.6.1.239254.1.3 tholdEvents CACTI-THOLD-MIB Node not-accessible n/a
1.3.6.1.4.1.22925.4.1.3.1 theldEvantObjects CACTI-THOLD-MIE Nods not-accessisle na
13.6.1:4.1.23925:4.1,3.1.1.0 eventDeteRFCE22 CAGTI-THOLG-MIB Scalar accessible-for-notify

(1.3.6.1.4.1.22925.4.1.2.1.10.0 sventCurrantValue CACTI-THOLD-MIE Scalar accessible-for-notify

11.3.6.1.4.1.23925.4.1.3.1.11.0 eventhigh CACTI-THOLD-MIE Scalar ccessible-for-notify

11.3.6.1.4.1.22925.4.1.3.1.12.0 eventlor CACTI-THOLD-MIB Sealar sccsssible-for-notify

11.3.6.1.4.1.23925.4.1.3.1.13.0 eventThresholdType CACTI-THOLD-MIB Scalar ccessible-for-notify

11.3.6.1.4.1.22925.4.1.3.1.14.0 o CACTI-THOLD-MIE Sealar sccsssible-for-notify

11.3.6.1.4.1.23925.4.1.3.1.15.0 eventstatus Scalar ccessible-for-notify

11.3.6.1.4.1.22925.4.1.3.1.16.0 svsntraslerts SVEnENOH = Sealar secessible-for-notify

11.3.6.1.4.1.23925.4.1.3.1.17.0 VntFaDUTE|  Desczives she seresal cendiziens devessed by Scalar ccessible-for-notify

(1.3.6.1.4.1.22925.4.1.2.1.18.0 ventFailCou Scalar accessible-for-notify

11.3.6.1.4.1.23925.4.1.3.1.19.0 eventFailDural Scalar ccessible-for-notify

1.3.6.1.4.1.28925.4.1.3.1.2.0 ventClass Scalar accessible-for-notify

11.3.6.1.4.1.23925.4.1.3.1.20.0 eventFaiicour| Scalar ccessible-for-notify

1.3.6.1.4.1.22925.4.1.3.1.3.0 eventSavrity Sealar sccsssible-for-notify

1.3.6.1.4.1.23925.4.1.3.1.4.0 eventCategen Scalar ccessible-for-notify

A2.6.1.4.1.23925.4,1.2.1.50 eveniSource | Soaper mrcachod, bus she shrcshels For a wareing ¢ Scalar accessible-fornotify

1.3.6.1.6.1.22925.4.1.3.1.6.0 axe =will excesded Scalar accessible-for-notify

1.3.6.1.4.1.28925.4.1.3.1.7.0 sventDevice Scalar accessible-for-notify

1.3.6.1.4.1.23925.4.1.3.1.8.0 eventDevicelp CACTI-THOLD-MIE Scalar ccessible-for-notify

1.3.6.1.4.1.28925.4.1.3.1.5.0 sventDataSource CACTI-THOLD-MIE Scalar accessible-for-notify

1.3.6.1.4.1.239254.1.3.2 tholdEventilctifications CACTI-THOLD-MIB Node not-accessible n/a
(1.3.6.1.4.1.28925.4.1.3.2.1 tholdiiotify CACTI-THOLD-MIE Notification not-accessible

1.3.6.1.6.1.23925.4.14 tholdMibGraups CACTI-THOLD-MIE Node not-accessible

(1.3.6.1.4.1.22925.4. 14,1 tholdEventGroup CACTI-THOLD-MIE Group not-accessible

3925.4.1.4.2 tholdNotifyGroup CACTI-THOLD-MIE Group not-accessible
us Showing Rows 1 to 30 of 30 [1] Next >>

No, that is not a fake - Thold already supports the SNMPAgent plugin since SVN

revision 2197.
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10 SNMP Notifications

If you are using SNMP notification receivers, that will automatically generate
tickets, emails, short messages and so on, and you are still searching for a way how
to report events detected by Cacti, then you should take a look at the following

section.

10.1 Presets

SNMPAgent internally uses the snmptrap command &TISNMP to generate
notifications. Therefore the path to snmptrap lwabe updated under “Configuration”-
>"Settings”->Tab: “Misc”.

10.2 Registration

This plugin adds a new item called “SNMP Notificati Receivers” to the Cacti
console. If this entry is not visible under “Configtion” then update your user realms
first.

SNMP Notification Receivers Add

Search: | |[Go] [ Clear

Showing Rows 1 to 0 of 0 []

N Choose an action: [ Delete | [Go]

Once opened click on “Add” in the right upper carnegister a new receiver and fill
out all input field before you click on “create’le@se note that I've locally installed the
great and free SnmpB tool (GPLv2) before to demonstrate this functionality.

SnmpB is available for Windows, Linux and MacOS.

Save Successful.

Version 2 v
cacti

162

500

INFORMS v

19 response (doss not viork vith php-snmp support).

fications, formally called "INFORMS", SNMPv2 or above will be

send all notifications to a local instance of SnmpB J

[Retum |[‘Save |

With a click on the second tab we will a get a dynamic list of registered
notifications. “Dynamic” means that the list will automatically change if plugins

will be installed or uninstalled. But please keep in mind that the SNMPAgent never
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drops monitored notifications on its own. They only become invisible / inactive as
long as the related plugin has not been reinstalled again. This means that you can

upgrade a plugin without being worried about losing the configuration of related

notifications objects.

wis: [Any | search: | |[So] Clear |
<< Previous Showing Rows 1 to 7 of 7 [1] Next >>
Name om s Xind Max-Access Monitored
cactilotify A.3.6,1.4.1,23925.3.2,1 CACTI-MIB Notification not-accessible Disabled O
cactivotifyDavicaDovn FETFREEETEETES cacr-uie Hetification not-accassible Disabled
cactiNotify DeviceRecovering ,23825.2.2.2 CACTI-MIB Metification not-accessible Disabled
cactNatitypollerRuntimeExcesding 1361412325324 cacrt-ne Hotification not-accassible Disabled
cactiNotify DeviceFailedPoll 41.2.6.1.4.1,23325.2.2.5 CACTI-MIB Metification not-accessible Disabled
tholdNotify CACTI-THOLD-MIS Netification not-accessible Enabled.
cactiNotifyDeviceFailedPoll
znmpagantiiatficsti CACTI-SHMPAGENT-M1B Hetfeation net-accazsible Dizsblac
This MNP novificavion Ell be send 5o novificasden seceivers if Cacsi
e snabie s pell 2 device Showing Rows 1 to 7 of 7 [1]

Once we have enabled some of those notifications the SNMPAgent will
automatically start to generate SNMP traps/informs forwarded to that notification
receiver.

0 Somp8 sE=

Tree | Moddes | Edtor | Dscovery | Tows | Graphs | Log
20 i0g

No Date Time Timestamp Netification Type Message Type  Version Agent Address ‘Agent port z
o001 2014-02:07 19:5005 tholdNotify Inform SNMPv2c Andreas-PC/127001 5380
0002 2014-02:07 tholdNotiy Inform SNMPv2c Andreas-PC/127001 53891
0003 2014-02:07 cactiNotifyDeviceFailedPoll Inform SNMPv2c Andreas-PC127001 53892 =
0004 2014-02:07 195005 tholdNotify Inform SNMPv2c Andreas-PC/127001 53893
0005 2014-02:07 195006 tholdNotiy Inform SNMPv2c Andreas-PC/127001 53894
0006 20140207 195506 cactiNotifyDeviceDown Inform SNMPv2c Andreas-PC2T001 59515
o007 2014-02:07 195506 :06:39 tholdNotify Inform SNMPv2c Andreas-PCN2T001 59514
o008 2014-02:07 195506 260 days, 16063961 tholdNotiy Inform SNMPv2c Andreas-PC/127001 59516 =
Trap content Tapinfo.
4 Bindings (20) || mame: ftholdNotify

20 eventDateRFC822.0: i, 07 Feb 14 19:50:05 +0100 oid: 136.14.1.29925.4.13.2.1

#1 eventClass.: alent(3) Units:

22 eventSeverity0: high(3) Module: _CACTITHOLOMIE

#3 eventCategory: cpu.utiization eference:

[DescriptionsThe SNP Tap Tt s gevwared 333 ek o 3 evert wih TR,

#4 eventSource.: windows host - CPU Utilzation - CPUL [cpu]
#5 eventDescription:

6 eventDevice.: 127001

#7 eventDevicelp0: 127001

#8 eventDataSourced: cpu

29 eventCurrentValue: 8

#10 eventHigh0:80

#11 eventLowd: 50

#12 eventThresholdType: highLow(1)
#13 eventNotificationType.: notifyal(5)
#14 eventStatus0: low(2)

#15 eventRealertStatus.0: normal(l)
#16 eventRailDuration: 300

#17 eventRailCount : 1

#18 eventhalDuration Trigger0: 300

#19 eventailCountTrigger0: 0

Do not forget that you have to add all Cacti MIBs to your SNMP receiver. Only
having all MIBs being installed your receiver will be able to parse received

messages correctly. All notifications being generated can also be reviewed for the

predefined period of time under tab “log” or in the global notifications log (see
SNMPAgent Utilities).

Showing Rows 1 to 11 of 11 [1] Next >>
Notification
5 +0100° eventClass:"3' 3 "cpu_utilization’ “windowis host - CPU Utilization - CPU1. [cpu]” eventDescription:” eventDevice:"127.0.0.1"
2014/02/07 19:55:05 tholdNotify “cpu tValue:"1" eventHigh:"80" evantLow:"50" pei"1’ 3 2y 600"
T o

3" +"cpu_utilization’ “windows host - CPU Utilization - CPUZ [cpu]” eventDescription:™
:"11" eventHigh:"80" eventLow:"50" ot 3 o s
170"

2014/02/07 19:55:05 tholdNotify

T
., 07 Fab 14 19:55:05 +0100" evantClass:"3’
0.1" . tal

“3" eventCategory: “cpu_utilization’ “windows host - CPU Utilization - CPUO [cpu]” eventDescription:™" eventDevice:"127.0.0.1"
:17" eventHigh:"80" eventLow:"S0" 1 2" "2 £ 600"
+°0

2014/02/07 19:55:05 tholdNotify

<pu
Trigger:"300" eventFailCountTr

5y +cpu_utilzation’ “windows host - CPU Utlization - CPUO [<pu]” eventDescription 7.0.0.1°
2014/02/07 19:55:03 tholdNotiy 17" aventHighi 80" eventLow:"50" per't” " 2" 600"
0"
W 2014/02/07 13155105 “192.166.1.25%" {Errori"Host did not respond to SNMP"
2014/02/07 19:55:05 "19: 8. 3" Error:"Host did not respond to SNMP"
3" 1"cpu_utilization” “windows host - CPU Utilization - CPU1 [cpu]” eventDescription:™" eventDevice:"127.0.0.1"
2014/02/07 1:50:05 tholdnotify "8" aventiighi"80" eventLov:"0" oL 5" 2 g 300
evantFailCount:”1 0
eventDateRFCB22:°Fri, 0 oy +"cpu_utization’ “indovis host - CPU Utiization - CRUI [cpu]” eventDescription:™ eventDevice:"127.0.0.1"
2014/02/07 19:50:05 tholdNotify e . :"8" eventHigh: "80" eventLow:"50" "1 "5 "2" o :"300"
iy *300" 0"
ventDateRFCB22:"Fri, 07 Feb 14 19:50:04 0100 eventClass:™3 *3" aventCategory:“cpu_utiization’ “indowis host - CPU Utiization - CPUD [cpu]” eventDescription:™ eventDevice:"127.0.0.1"
2014/02/07 13:50:05 tholdNotify "127.0.0.1" ey tCurrentValue:"12" eventHigh:"80" eventLow:"50" 1 5" 2" s 300"
3 %300 o
‘eventDateRF( "Fri, 07 Feb 14 19:50:04 +0100" eventClass:"3' tCate 1"cpu_utilization” “windows host - CPU Utilization - CPUQ [cpu]” eventDescription: entDevice:"127.0.0.1"
2014/02/07 19:50:04 tholdNotify 0.1" "cpu’ igh:"80" eventLow:"S0" e by s" 2" 1"300"
Y *300" aventFailCountTriggers
2014/02/07 19:50:04 acpol 5 TP-Link’ *192.168.1,257" e e e

<< Previous Showing Rows 1 to 11 of 11 [1] Next >>
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10.3 Debugging

Currently the bad implementation of Net-SNMP forndbws avoids that the output
values can be returned correctly to Cacti. At themant the only way to debug the

notifications being generated by SNMPAgent is waase the Cacti’s logging level up
to “high”:

Log File [Total Lines: 13 - All Items Shown]

02/08/2014 01:10:05 PM - SYSTEM THOLD STATS: Time:1.0440 Tholds:2 TotalHosts:4 DownHosts:0 NewDownHosts:

G2/08/2014 01:10,05 P - SHMPAGENT: Polle(0] NOTE: i/uarbi/snmptrap.ass v 3¢ - cac i 827 136141239254132.0 13.61412305413,11.0 5 "Sat 08 Feb 14

23925.4.1.3.1.5.0 s "windows host - CPU Utilization - CoUL ] 36141238540, 30605 138 25.4.1.3.1,7.0 5 "127.0.0.1" .1.3.6.1,4.1.23925.4.1.3.1.8.0 2

oo sk L2395 43100 5 8 e 11.2.6.1.4,1.23925.4,1,3.1.12.0 3 "50 2925.4.1.3.1,13.01°1 11.3.6.1,4.1.23925.4.1.3.1.14.01 3" .1.2.6.

¥ 123925.4.1.3.1.16.0 1 2" .1 123925.4.1.2.1.17.01 "2700° . 23925.4.1.3.1,19.0 1 300" 1.3.6.1.4.1.23925.4.1.3.1,20.0

OZIDG/ZDII o1:: lﬂ 05 PM - SNMPAGENY Pollc([O] NOTE Ci/usr/bin/snmptrap.exe -v 2c -c cacti -Ci 127. 0 Q, 2 -~ .l 3.6.1.4.1.23925.4. l.3.2.l l ! 6. l 23925 4.1.2.1.1.05 "Sat, 08 Feb 14 13:10:05 +0100" .1.3.6.1.4.1.23925.4.1.2.1.2.0 i "3".1.3.6.1.4.1.23925.4.1.3.1.3.0 i

1925.4.1.3.1.4.0 5 “cpu 11.3.6.1.4.1.23925.4.1.3.1.5.0 s "windows host - €PU1 [cpu]” 435“.:. 11.3.6.1.4.1.23925.4.1.3.1.7.0 5 unm 11.3.6.1.4.1.23925.4.1.3.1.8.0 8

127 0.0.17 1. 3 6A +4.1.23925.4.1. .3.1.9.0 s (vu 25.4.1.3.1.10.0 5 "8" .1.3.6.1.4.1. 23923 4J 3J ll 05 "80" .1.3.6.1.4.1.. 23925.4.1.3.1.12 0 s 50 23925.4.1. 34.!3 i +23925.4.1.3.1.14.0 i 3"

123925.4.1.3.1,16.0 1 2 122925.4.1.2.1.17.01 "2700" 23925.4.1.3.1,19.0 1 300" 11,3.6.1.4.1.23925.4,1.3.1,20.0 1

02/08/2014 01:10:05 P - SNMPAGENT: poller[0] NOTE: C/us/bin/snmptrap.exe -v 2¢ ¢ cact

13110105 +0100° .1.3.6.1,4.1,22925.4.1.2.1.2.0

37.1.2.6.1.4.1.22925.4.1.3.1.3.0

123925.4.1.3.1.15.0 1

14.1.23925.4.1.3.1.15.0

173" .1,3.6.1.4.1.23925.4.1.3.0.3.0 0

23925. 8.02
IS A 601 T 2.61.4,1,23525.6.1.3

500

X o
3925.4.1.3.1.16.0 1 2" 1.3 FEE PR 55250101150 300 L3041, 03938.4.13..20.0 1°0
O L L0 P S GEN T Pose TWOTET i o s 3.6.1.4.1.23925.4.1.3.2.1 .1.3.6.1.4.1.23925.,4.1.3.1.1.0 5 "Sat, 08 Feb 1 40100 11.3.6.1,4.1,23925.4.1.3.1.2.0 1 "3 .1.3.6.1.4.1.23925.4.1.3.1.3.0 1
123925411 3140 5 o st 13614 123905 4 131,50 5 “windens hest - CPU Ublizaton - D [opult L:3.6.1.4: 12392341 e 35250131708 17000 436144 339354 131,605

127 0.0.17 11.3.6.1.4.1,23925.4.1.3.1.9.0 s "cpu” .1, .22925.4.1.3.1.10.0 5 "10' 1.3.6.1.4,1,23925.4.1,2.1.12.0 5 "50" .1.2.6.1.4.1,23925,4,1,3,1.13.0 1 "1 .1.3.6.1.4.1.23925.4.1,2.1,14.0 | "3" .1.3.6.1.4,1.23925.4.1.3.1.15.0 i
23925.4.1.3.1.16.0 1 .4.1.2.1.17.0 1 "2700" .1.3.6. 3925.4.1.3.1.20.0 1 0"

11,41,




